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* laproot Is a proposed u

VAl 1D TAPRCOCTTS

bgrade to Brtcoin that would allow “privacy

preserving switchable scripting’. It includes BIP 340 (Schnorr Signatures

for sec

5256k 1), BIP 341 (Ta

broot: SegWit version | spending rules),

and BIP 342 (Validation of Taproot Scripts).

» [aproot needs to be activated by miners. One of the goals of this

presentation Is to urge miners to thoroughly examine laproots

implications for Bitcoin’s

brivacy before voting in favour of this upgrade.
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VAl 1D TAPRCOCTTS

* Amongst many things, it Implements a new standard script (address)
type — P2 TR. As of today, Bitcoin has multiple standard script types:
P2PKH (addresses starting with 1), P2SH (addresses starting with
“37), P2ZWPKH and P2ZWSH (two different types starting with “bcl ™).
P2SH was introduced in 2012, P2ZWPKH and P2ZWS5H were
introduced In 201 /7 along with SegWit. SegWit also created some
additional awkward constructs, such as “"P25H-P2VWPKH", allowing tor

backwards compatibility, as it was a soft fork.
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VAl 1D TAPRCOCTTS

* While Bitcoin Core developers argue that laproot will increase the privacy of

experienced users, but for the average
privacy level by a lot.

Bitcoin, we cannot agree with that. It certainly may bring something new for

Sitcoin user it will only degrade the overall

» [he main reason laproot will degrade privacy is the addition of a new address

type.

* We will prove that adding new address types leads to a privacy degradation taking

SegWit as a notorious example.
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vy DO MULTIPLE ADDRESS T Eis

EGRADE PRIVAL T

* In most cases when you transact on the Bitcoin network, you'd need

to create a transaction with two outputs — one for the
and one for yourself — known as a change output.

» [his Is because Brtcoin utilezes the UTXO model. If you
received 2 bitcoins and want to spend just |, you can't s
half — you'd need to spend it wholly, creating 2 outputs

the recipient, and | brtcoin back to yourself.

>

reciplent,

previously
dlit them In

| bitcoin il
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vy DO MULTIPLE ADDRESS T Eis
EGRADE PRIVAL T

f iEie s a basic example: o

| BTC
10
| BitcoinAddress222222)

Input
2 BTC

on
| BritcoinAddress| | | || ||

| BTC
1O
| BitcoinAddress3333333

Note that here we can't say which output address belongs to the
reciplent and which one Is the change aadress.
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vy DO MULTIPLE ADDRESS T Eis
EGRADE PRIVAL T

» Now imagine that the recipient has upgraded to SegWit and Is now
using the native SegWit address format (starting with “bcl ™).

» [he sender’s wallet continues to create change addresses of the
same type as It had inrtially done (starting with ™).

/ https://twitter.com/nikzh



vy DO MULTIPLE ADDRESS T Eis
EGRADE PRIVAL T

* It will look like this: Outputs

Input
2 BTC

bc | BitcoinAddress3294/28
on

| BritcoinAddress| | | [ | | ]

| BitcoinAddress3333333

Now an analyst can ascertain that |BrtcoinAddress!| | 11111 anag
| BrtcoinAddress3333333 belong to the same person (the sender)! This allows address

clustering which Is a potential security risk for both the sender and the recipient.
3 U https://twitter.com/nikzh




i TORY O UPGRAE

* [he first upgrade to add a new address type was P25H.
» [hen SegWit added P2WPKH and P2W5H.
» [he planned laproot upgrade will add P2 R i activated.

.. now let’s see In detall how privacy has been degraded with each
upgrade!

% https://twitter.com/nikzh



B ENARIOS: JUS T P2PKH ADDIKES S

Here's the default scenario p

(of course, we shoulc
but t

keep |

2R

User
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-Xchange
A

OK

so P2PK outputs a

). No privacy leaks in t
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PKH addresses
ve multisig scripts,

Nis case!

https://twitter.com/nikzh



S NARIOS: P25H IMPLEMENTED: A
D FOR MULTISIG BY SOME EXCRIATSE.

-Xchange
SRS s
User
P)PKH o

-Xchange

P2

BAD

Now we Introduce P25H and we can already see a reduction In the privacy level here. If an

exchange uses mu
transparent for ana

tisig P2SH addresses, It automat

ysts. Note: most ordinary users

include that case here, leaving It for exc

Hd Ve FIO

reason to

nanges on

cally makes all transfers to this exchange

use P2SH, so we don't

Y
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B NARIOS: NATIVE SEGVVIT IMPLEMEIN FEEY S,
et By O H SOME EXCHANGES AND SCOIMIE TS .

-Xchange
PIPK
User
PIPKH -
User
PYWPKH B

-xchange
P

BAD

BAD

-xchange

DLVVER

BAD

EI

P2WS

BAD

BAD

-Xchange

With the activation of SegWit, the situation further deteriorated. Now users also have two options, as

they may want to save in fees with SegWit, and exchanges have

our options. Only 1

- both the user anag

the exchange use the same address type, will an analyst be unable to exctract valuable information.
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EERARIOS: [APROO IS ACTIVATED ANEF TS
O SOME USERS AND SOME EXCHATNE.

-Xchange
P2 PKH
ST
ek I

-xchange
i

BAD

BAD

BAD

15

-XCchange
P2VWPKH

BAD

OK

A

-xchange

P2V O

BAD

BAD

Bl

-XCchange
2

BAD

BAD

OK

aproot makes things super bad in that regard. Now there are |5 scenarios Iin total, and only
3 are acceptable privacy-wise.
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P MPORTANT INCTEE

 [hose who advocate for laproot and deny 1ts negative impact on
privacy Imply that everyone will be using laproot, so 1t will come

down to the safe “every user uses P21 R, and every exchange uses
P2 TR"” scenario In no time.

» Unfortunately, this 1s utopian. More than 3 years since the activation
of SegWit and 1t Is still used In less than 50% of all transactions (see
the chart on the next slide). It's just not enough.
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S8

* [t's been 3 years and SegVVit adoption is still under 507 despite
economic incentives.

* [There's no reason to believe that this number will be better for
laproot, especially considering the incentives are even worse! Let's
discuss this In more detall.
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T VVILL || BE EVEN VWORSE PSS
ERO0O ]| |RAN 1T WAS FOR SEGYVAES

» [here’s been a very active campaign since 201/ to push users to

elther upgrade thelir nodes, or to switch to a wallet that supports
SegWit.

» Unlike Taproot, SegWit provided an economic incentive for users —

t lowered transaction fees for those who upgraded! laproot doesn't
£ s (see the table on the next slide).
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T VVILL || BE EVEN VWORSE PSS
ERO0O ]| |RAN 1T WAS FOR SEGYVAES

Default Wrapped SegWit Native SegWit Taproot
(2K (P2SH-P2WPKH) (P2WPKH) (P2TR)
e iee 34 B 32 B 31 B 43 B
signature)
Inpult e (48 B e 63 VB D8 Vb
signature)

Data source for this table: https://twittercom/murchandamus/status/ 1 2620626022989 [ 6865, B are bytes, vB are virtual bytes

» As you can see, SegVWit improved things (the smaller the size, the less you pay in fees). P2TR
outputs are actually more expensive to create, though they're less expensive to spend. So one

may be economically incentivized to accept payments using P2 TR. But, compared to what
SegWit offered, the savings are miniscule.

https://twitter.com/nikzh


https://twitter.com/murchandamus/status/1262062602298916865

D FINALLY MEASURE ROVY BAL S

» Let's analyze how SegWit affected Bitcoin's privacy and use that information to

project the impact of Taproot.

» lo do so, we'll analyze the entire Bitcoin blockchain. We'll look into every

transaction (almost 600 million!) and see whether an analyst can extract something

useful based on address types.

« Welll be using databases from blockchaircom as the data source, but anyone tech-

savvy with lots of free time (a scarce resource!) can run the same analysis using a

full

Bitcoin node.
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http://blockchair.com
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PERC ENTAGE OF | RANSACTIONS EXPOSING THE RECIFIEEEE
Bt ADDRESS DIFFERENTIATION DUE 1O ADDRESS | (1 ET .

(DISCUSSION)

* We clearly see that once SegWit was activated and started to be

adopted more and more, the amount of transactions t

ha:

- leak

sensitive data to analysts, because of different address types, has

doubled from 25% to 509!

2|
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PERC ENTAGE OF | RANSACTIONS EXPOSING THE RECIFIEEEE

Bt ADDRESS DIFFERENTIATION DUE 1O ADDRESS | (1 ET .

(DISCUSSION)

 Small note: using the same method, we've also analyzed P25H
subtypes, iIncluding the “P25SH-P2WPKH" nesting doll, and multisig

ty

bes. [ hat can be done only once these outputs are spent. So If we

run the same analysis In a year, given that the older outputs are more

Ikely to be spent, we can expect the numbers to increase slightly on

th

e left side of the chart, and a little more on the right side.
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ONE MORE (IMPORTANT) THING!

* Previously we've been talking only about an indicator that allows the

differentiation of the sender address from the change address. But obviously,

there are more indicators analysts use!

» One of these heuristics I1s “sweep to another address type'’. It happens

when user migrates to a new wallet (e.g. to use SegWit) — they

consolidate their entire UTXO set In one transaction. So these are |
output transactions (no change) where all iInputs are of one type (e.g.
‘lecacy’’ P2PKH), and the output is of another type (SegWits P2VWPKH).

23 https://twitter.com/nikzh




ONE MORE (IMPORTANT) THING!

» Unlike the previous indicator where it's hard for a user to evade tracking

(let's presume they can't ask every recipient to give them the address type

they need), sweeping funds Into another address type Is a user error (well,

not an error, but shortsightedness).

» But actually, Bitcoin Core developers are pushing users to do this! How

many times over the years have you seen "switch to a SegWit-compatible

liet to save on fees from various ‘experts who dont care apolti

Drivacy!
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B EINTAGE OF SWEEP O ANOTHER ADDRKESS S
ERANSAC TIONS (DISCUSSICIN]

+ Once again, we see that once SegVWVit was activated things started to worsen rapidly!

* [he “switch to SegWit' marketing campaign has had a disastrous effect on users

Drivacy.

» Note: obviously, not all of these transactions are user sweeps to a new wallet type,

these may also be “send all my funds to a casino that doesn't support my address

type, so l'll lose both my money and privacy'.
as well.

But these transactions can be ¢

usterizea

Minor note: data for 2015-07-09—2015-0/-13,2015-08-01, 2015-09-1 | —2015-09- 18 periods is smoothed out due to some anomalous transactions on these days.

26
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e LE | S SUPERIMPOSE [ HESE | VWO CE TS
e OEE | HE TOTAL DAMAGE 1O PRIVACT SECSES
e DONE BY BRINGING NEVW ADDRESS | 1T e
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BIENERAL DISCUSSIOHE

» As we can see, SegWit has sufficiently worsened the overall Bitcoin

privacy level by allowing analysts to spy on users transactions using
just two simple indicators!

» Before SegWit, these indicators allowed the gathering of metadata on
2 /76 of transactions. Right now It's over 55%, reaching more than /0%
on some occasions! An increase of twofold!
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BIENERAL DISCUSSIOHE

* As we've previously discussed, there are no signs that laproot's adoption will be better than
SegWIt's.

s Dot or

duo Wi

VAL

d

Mmu

ti

r00t a problem, bu

y the damage, as t

nere wi

t SegWit also remains a problem! And the Taproot+SegWit

be more address types In use at the same time!

* As we can't forecast laproot's exact adoption numbers, we can only speculate that the

precentage of transactions that have privacy leaks because there will be so many address

types will rise to 80-90% If everyone uses different address types — that will be a disater for

Bitcoin's privacy!
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BULGESTHONS

» As laproot Is activated by miners rather than developers or exchanges,

miners are strongly advised to run their own analysis and block the

Taproot upgrade!

» Miners should also think about other implications of laproot and SegVVit!
One of the main reasons the Brtcoin Core developers are pushing for these

upgrades Is that these new functions are required to build new (mostly
centralized) layer 2 solutions which will siphon fees away from miners (that's

a topic for a different presentation though).
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e D INO ONE TALKING ABOUT

* You may be asking yourself “why Is it only some no name Nikita who
s against laproot” and that would be a valid concern!

* [he answer Is quite simple: most of those who are able to run this

kind of analysis have some conflict of interest. | do not.
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e D INO ONE TALKING ABOUT

» Bitcoin Core developers (and associated for-profit companies like Blockstream,

Chaincode Labs, etc.) need laproot for their new products: a clear conflict

» Forensics tools developers (like Chainalysis or Cipherlrace) obviously know about

these privacy downsides, but they're more than happy about that as it makes their

job easier!

» Wed speculate that there are many institutional entites that may be aware of the

issue, but they're interested In

3itcoin being as transparent as possible, thus It's

better for them to help forensics companies, rather than the average Joe.
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e D INO ONE TALKING ABOUT

 And actually there are others (not a lot yet though):

» http://blockchain.cs.ucl.ac

uk/wp-content/uploads/2020/04/

it (Bl DiscussionPa

per Q12020 Anania 2081

bdf (the authors

seem not to have any conflict of interest)

{ 0 even one of the laproot ¢

bresentation: https://www.youtube.com/watch?

evelopers talks about this at its

v=YSUVR|BiznU&feature=youtu.be&t=209/ (34:5/ mark)

&t
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http://blockchain.cs.ucl.ac.uk/wp-content/uploads/2020/04/UCL_CBT_DiscussionPaper_Q12020_Anania_2020.pdf
http://blockchain.cs.ucl.ac.uk/wp-content/uploads/2020/04/UCL_CBT_DiscussionPaper_Q12020_Anania_2020.pdf
https://www.youtube.com/watch?v=YSUVRj8iznU&feature=youtu.be&t=2097
https://www.youtube.com/watch?v=YSUVRj8iznU&feature=youtu.be&t=2097
https://www.youtube.com/watch?v=YSUVRj8iznU&feature=youtu.be&t=2097

And don't forget:

Please help to spread

THANK YOU!

BLOCK THE TAPROOT UPGRADE, IT IS NO

the message to miners and follow me on Iwitter

14 ¢\ —‘«‘si‘

" \
"}

OO EATE

for further updates.
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